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Cyber-attacks on the rise as a quarter of charities 
report breaches

The finding forms part of the sixth annual 
Cyber Security Breaches Survey, which 
provides an unrivalled insight into the state 
of cyber security across the not-for-profit 
sector each year.

According to the research, over a quarter  
(26 per cent) of charities in England and 
Wales have suffered a cyber security attack 
in the last 12 months.

Phishing attacks – defined as a social 
engineering tactic in which criminals 
convince staff to hand over sensitive 
information – was the most common form of 
breach, reported by 79 per cent of charities.

This was followed by impersonation, 
reported by 23 per cent of charities, and 
malware (including ransomware) by 17 per 
cent of charities.

However, despite the heightened risk of 
cybercrime during the pandemic, few 
charities are advising staff on how to identify 
and mitigate cyber risks using the latest 
National Cyber Security Centre guidance.

For example, just 18 per cent of charities have 
trained staff on cyber security, and even fewer 
(14 per cent) have tested their staff response 
in mock phishing exercises.

Furthermore, fewer charities report having 
up-to-date malware protection compared 
to last year (69 per cent compared to  
78 per cent), as do charities with up-to-date 
network firewalls (57 per cent compared to 
72 per cent).

In addition, just eight per cent of charities 
have reviewed cyber risks posed by suppliers 
or partners.

Commenting on the study, Digital Infrastructure 
Minister Matt Warman said the pandemic 
has taken an unavoidable toll on British 
organisations, but it “cannot let it disrupt our 
high cyber security standards”.

“With more people working remotely it is vital 
firms have the right protections in place, and 
I urge all organisations to follow the National 
Cyber Security Centre’s expert guidance so 
we can build back better and drive a new era 
of digital growth,” he said.

More than one in four charities reported a cyber-attack or security breach in the wake of the Coronavirus pandemic, 
a major study has revealed.



Health charity trust loses tax legal battle

Wellcome Trust had sought to argue that VAT 
paid to investment managers outside the 
European Union should be reclaimable. 

The trust initially took its dispute to the UK 
Tax tribunal which referred the case to the 
European Court of Justice (ECJ) in 2019, 
asking for clarity as to whether the charity’s 
investment activities fell under the EU’s 
directives on VAT.

According to reports, the UK-based 
charitable foundation purchased investment 
management services from outside the single 
market between 2016 and 2017, while the UK 
was still an EU Member State.

However, troubles arose when the 
organisation attempted to apply for refunds 
of VAT payments relating to those services.

While Wellcome Trust’s main investment 
activities are regarded as a “non-business 
activity” for VAT purposes, HM Revenue & 
Customs (HMRC) considered that, under 
the provisions of Article 43, the company 
must be regarded as a taxable person and 
is liable to account for VAT incurred on fund 
management services purchased from a fund 
manager established outside the EU.

But the charitable trust – which helps fund 
medical research – argued that, because the 
services were not supplied in the UK, they 
were not subject to EU tax rules.

Agreeing with HMRC, the ECJ said the 
charity was subject to VAT on payments to 
investment managers outside the EU due to 
the “place of supply” rule – which determine 
where in the supply chain tax is due.

“Investment income, which is the source of 
most of the funding for the grants made, is 
predominantly from overseas investments in 
relation to which services are supplied to [the 
Wellcome Trust] by investment managers 
established within and outside the European 
Union,” said the ECJ.

Commenting on the ruling, a spokesperson 
for Wellcome Trust said: “It is important to 
us that we don’t leave questions over tax 
unresolved. We referred the question to the 
ECJ to help provide clarity, and we note  
its ruling.”

Welcoming the decision, HMRC said it “is 
considering the next steps to be taken”.

For help and advice on VAT matters relating to 
your charity, please get in touch with our team.

A health research charity trust has lost a key legal battle against HMRC over a VAT bill worth more than £13million.

The latest furlough rules – what this means for  
your charity

Arguably one of the most important 
interventions has been the Coronavirus Job 
Retention Scheme (CJRS), more commonly 
referred to as furlough.

First introduced a year ago, the scheme has 
provided an essential lifeline to employers, 
helping them shoulder the employment 
costs for employees who were unable to 
work or who work reduced hours due to the 
pandemic and its restrictions. 

The furlough scheme had been due to end in 
spring 2021 but, to the relief of both charities 

and their employees alike, it has now been 
extended until the end of September this year.

The 80 per cent furlough grant, up to a 
maximum of £2,500 per employee each 
month, will continue, as before, until  
30 June 2021.

To prevent an abrupt end to this financial 
lifeline, from 1 July 2021, the amount paid 
will be gradually reduced – meaning that 
employers will be expected to start making 
additional contributions. This gradual 
tapering means that, from July, Government 

support will be limited to 70 per cent, with 
the remaining 10 per cent provided by the 
employer.

Then, from 1 August until the end of the 
scheme on 30 September 2021, employers 
will be expected to contribute 20 per cent, 
with the Government covering the remaining 
60 per cent.

In addition to the 10 per cent and 20 per 
cent contributions made in July, August and 
September, employers must continue to pay 
employers National Insurance and pension 
contributions on the full amount being paid 
to employees. 

The hope is that by the summer, with the 
gradual reopening of the economy, many 
charities will have weathered the worst of 
the economic storm and be in a stronger 
financial position. 

However, the reality is that some charities 
may need to consider restructuring to protect 
the long-term future of their companies. If 
redundancies are necessary, it is important 
to build in sufficient time for consultation with 
workers who will be affected, so preparations 
will need to start now.

If you are struggling to understand the new 
rules relating to furlough, please get in touch 
and we will be happy to help.

The ongoing Coronavirus pandemic is continuing to cause hardship for charities and individuals alike. In a bid to 
provide additional much needed financial support, the Government has extended its package of economic support.
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JustGiving offers fee-free donate button for UK 
charities’ websites

‘Giving Checkout’ provides charities with an 
option to add a ‘donate’ button to their own 
websites, together with a downloadable QR 
code which can be used in direct mail or 
bucket collection fundraising campaigns.

This latest initiative follows Just Giving’s 
removal of platform fees in 2019, which were 
replaced with an option for donors to instead 
make voluntary donations to the online 
platform.

Since JustGiving’s launch, the platform has 
been used to donate more than £3.8billion to 
charities and worthy causes.

Earlier this year, the donation platform 
announced that £180million had been raised 
through its pages to support communities 
affected by the COVID-19 pandemic.

For help and advice to ensure that your 
charity’s finances are maximised, get in touch 
with our expert team.

JustGiving has announced a new fee free service which will help UK charities collect donations on their own websites. 

Regulator launches campaign to help trustees with 
governance issues

It has produced a series of short five-minute 
videos, in a campaign entitled: “Be certain in 
uncertain times”.

The guides provide simple, easy to 
understand information on all the governance 
basics trustees need to know and is part of 
the Commission’s commitment to helping 
trustees run their charities. 

Paul Latham, Director of Communications 
and Policy at the Charity Commission, said: 
“The past year has been incredibly tough 
for charities. The pandemic has meant they 
are facing unprecedented challenges and 
trustees are making very difficult decisions, 
often at pace. 

“In these uncertain times, we want to 
help trustees feel more confident they are 
getting things right. This campaign is aimed 
at new and experienced trustees alike – all 
charities stand to gain from trustees who 
take active responsibility for acquiring and 
refreshing their knowledge of sound charity 
management.”

The campaign prompts trustees to 
consider their understanding of their key 
responsibilities by a posing question 
connected to each guide:

• Does every decision help your charity 
with its mission? (Charity purposes and 
rules guide)

• Could your charity be drifting into activities 
that your charity is not set up to do? (Making 
decisions at a charity guide)

• Is your charity reporting the right things at 
the right time? (What to send to the Charity 
Commission and how to get help guide) 

• Could you spot a conflict of interest and 
manage it? (Addressing conflicts of interest 
in a charity guide)

• Is there more you can do to prevent fraud? 
(Managing charity finances guide)

For help and advice with all aspects of charity 
governance, please get in touch.

The Charity Commission has launched a campaign aimed at helping trustees refresh their knowledge of charity 
governance.


